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Abstract—This work elaborates on the rationale of using
Shannon’s entropy and KL divergence as measures of the privacy
of a user profile. We justify their use by building upon Stein’s
lemma in the context of a privacy attacker who wishes to
distinguish a user among the population, in a hypothesis-testing
sense.
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I. INTRODUCTION

Evaluating the privacy provided by a privacy-enhancing tech-
nology is crucial to determine its benefit, compare its effec-
tiveness with other technologies, and ultimately to improve it.
Further, quantifiable measures of the privacy gained and the
cost incurred enable system designers to devise and optimize
privacy-enhancing mechanisms in terms of their privacy-utility
trade-off; say, maximizing privacy for a given, acceptable cost.

It is therefore not surprising that a great deal of research has
been devoted to the investigation of both privacy and utility
metrics. The vast majority of these metrics have emerged
from the mature fields of statistical disclosure control [2]
and anonymous-communication systems [3]. In applications
involving user profiles, however, the literature is significantly
less prolific and the Shannon’s entropy and the Kullback-
Leibler (KL) divergence (also known as relative entropy) are
the most popular choices [5].

Although these information-theoretic quantities date back
to the fifties, it was in [4] where —for the first time— their
usage as privacy metrics was rigorously justified in a context
of user profiles. Previously, the choice of Shannon’s and
relative entropy as measures of profiles was founded merely
on uncertainty arguments: the privacy of an observed profile
is high if its uncertainty so is. However, several flavors of
entropy (e.g., min-entropy, Hartley, Rényi [7]) can be found
in the literature, and the question is —what is the fundamental
reason for choosing one instead of the other?

The cited work justified Shannon’s and the relative en-
tropies by elaborating on Jaynes’ rationale behind entropy-
maximization methods. In this work, we provide an additional
riveting justification of these two quantities as privacy metrics,
by building upon the famous Stein’s lemma.

II. INFORMATION-THEORETIC CONCEPTS

Probability mass functions (PMFs) are denoted by p,
subindexed by the corresponding r.v. in case of ambiguity risk.
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Similarly, we use the notations px|y and p(x|y) equivalently.

We adopt the same notation for information-theoretic quan-
tities used in [1]. Specifically, the symbol H will denote
entropy and D relative entropy or KL divergence. We briefly
recall those concepts for the reader not intimately familiar with
information theory. For simplicity, we use natural logarithms.

o The entropy H(X) of a discrete r.v. X with probability
distribution p is a measure of its uncertainty, and it is
defined as

H(X) = —EInp(X) = = p(z)Inp(z),

where E is the expectation operator. This operator is
replaced by the integral when p is a PDF.

o Given two probability distributions p(x) and ¢(z) over
the same alphabet, the KL divergence or relative entropy
D(p||q) is defined in the discrete case as

p(X) _
q(X)

The KL divergence is often referred to as relative entropy, as
it may be regarded as a generalization of the Shannon entropy
of a distribution, relative to another. Conversely, Shannon’s
entropy is a special case of KL divergence, as for a uniform
distribution v on a finite alphabet of cardinality n,

D(p|lu) = logn — H(p). (1)

Although the KL divergence does not satisfy the symmetric
property and the triangle inequality, it gives us a measure of
distance or discrepancy between distributions, in the sense that
D(pl|l¢) = 0, with equality if, and only if, p = q.

This intuitive sense of distance is made more evident by
reviewing Stein’s lemma. Suppose we observe a sequence
of k independent and identically distributed (i.i.d.) random
variables (r.v.’s), and that we need to evaluate whether they
have been drawn according to a probability distribution p1,
hypothesis Hp, or po, hypothesis Ho. Given these two hy-
pothesis, we define the acceptance region Ay, as the set of
sequences that, when observed, #; is accepted. Analogously,
we define the complement of this set, Ay, as the set of
sequences that lead us to conclude H,. Next, we contemplate
the following probabilities of error:

D(pllg) = E, In



o the probability of a false negative «y, defined as the
probability of accepting Ho when H; is true,

« and the probability of a false positive [, defined as the
probability of accepting H; when Hj is true.

Suppose we choose an acceptance region aimed to mini-
mize (8 while not allowing o to exceed a certain threshold
value €. Loosely speaking, Stein’s lemma states that the opti-
mal error rate, (3;, is approximately e~k Dllp2)  for large k
and small e.

ITI. KL DIVERGENCE AS A PRIVACY CRITERION IN
QUERY FORGERY

Next, we describe an application scenario where the KL
divergence may be employed as a privacy criterion. The chosen
scenario is that of a user who would like to perturb their
original search query profile to avoid disclosing an accurate
view of their interests to a Web search engine (WSE). The
way the perturbation is introduced is by submitting some
dummy or fake queries. In the sequel, we model this scenario
mathematically. We adopt the same formulation of [6].

User queries are regarded as r.v.’s, which take on values
in a common, finite alphabet. User profiles are modeled
accordingly as their corresponding PMFs. We define p as the
distribution of the population’s queries, g as the distribution of
legitimate queries of a particular user, and r as the distribution
of queries forged by that user. In addition, we introduce a
query redundancy parameter p € [0,1), which represents
the ratio of forged queries to total queries. Concordantly, we
define the user’s apparent query distribution as the convex
combination s = (1 — p)q + pr, which will actually be the
distribution the WSE will observe.

In this context, we define privacy risk as the KL divergence
between the user’s authentic profile and the population’s
distribution, and the privacy-redundancy function as

R(p) = min D((1 —p)q+pr|p), )

which poses the optimal trade-off between privacy (risk) and
redundancy. The minimization variable is the PMF r repre-
senting the optimum profile of forged queries, for a given p.

Notice that entropy maximization is a special case of
divergence minimization when the reference distribution is
uniform (see Eq.1). Accordingly, we may regard H(s) as a
measure of privacy gain, rather than risk.

IV. DIVERGENCE MINIMIZATION

We operate under the mild assumption that an attacker is able
to estimate the apparent query distribution s of a given user
from previous activity. We suppose further that the attacker
observes a sequence of new k i.i.d. queries, and tries to guess
whether they have been submitted by this particular user, per-
haps working from a different system, or not. More precisely,
the attacker considers the binary hypothesis test between two
alternatives, namely whether the queries have been drawn
according to the user’s apparent distribution s, hypothesis 4,
or the general population’s distribution p, hypothesis P.

At this point, we consider two mutually exclusive strategies
for an attacker. The former assumes the attacker is interested in
bounding the probability of a false negative, that is, P(P|U),
assuming this attacker does not want the user to go unnoticed.
From Stein’s lemma, we find that the probability P(U/|P)
of a false positive is approximately e~ *P(IP) for large k.
Consequently, the minimization of D(s||p) in the definition of
the privacy-redundancy function (2) involves the maximization
of the exponent in the error rate of false positives. In other
words, the optimal distribution of forged queries r* hinders
the attacker in their efforts to recognize a user among the
population, and therefore compromise user’s privacy.

Suppose now that, rather than fixing the probability of
a false negative, the attacker’s objective is to minimize the
overall probability of error

Pr=PU)P(PU) +P(P)PU|P).

Taking advantage of the fact that the global population’s
activity is much higher than that of a single user, the privacy
attacker is primarily concerned with bounding P(U|P) and
doing their best to minimize P(P|U/). It turns out that the
probability of a false negative given by Stein’s lemma is ap-
proximately e~ *P®l%) which justifies an alternative definition
of the privacy-redundancy function given by the inversion of
the two arguments of the KL divergence. According to this
observation, the query forgery strategy r* minimizing D(p||s),
leads to the maximization of the attacker’s overall probability
of error and contributes to protect user’s privacy.

V. CONCLUSION

Our contribution is a justification of the KL divergence and
Shannon’s entropy as quantifiable measures of the privacy of
a user profile. Our justification relies upon Stein’s lemma in
the context of an attacker who wishes to distinguish a user
among the population, in a hypothesis-testing sense.
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